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Insurers hop back on crypto bandwagon as regulations,

attractive rates beckon
OCTOBER 72024 by Georgina Lee

As more countries in Asia Pacific roll out their
regulatory frameworks governing virtual asset R | *'
service providers, (re)insurers and brokers that -
had retreated from the turbulent market after
the collapse crypto exchange FTX two years
ago have now returned, availing more capacity
to win new business.

(Re)insurers are beckoned by the more
attractive premiums of virtual asset insurance
compared to other financial line products. While new rules being rolled out in South Korea
and Hong Kong earlier are pushing more exchanges and custodians to consider taking cover.



In Korea, three major P&C insurers including Samsung Fire & Marine Insurance, KB
Insurance, Hyundai Marine & Fire Insurance have debuted their virtual asset (VA) cover in July,
as they rushed to launch their offerings ahead of the introduction of the Virtual Asset Users
Protection Act.

The Act mandates all virtual asset service providers (VASP) to set an insurance limit of at
least KRW500 million (US$3.6 million) to compensate users in the event of a cyber breach or
a network malfunction.

The Financial Services Commission (FSC) also requires VASPs to take out liability insurance
with a compensation limit of at least 5% of customers’ virtual assets stored in hot wallets, or
to set aside the same amount as reserves.

“We are seeing an uptick in requests for hot storage coverage from South Korean VASPs. We
also have an appetite to provide reinsurance support to local cedants writing these risks as
we anticipate the majority of such exposure will be reinsured outside the region,” said Joseph
Ziolkowski CEO of Bermuda-based Relm Insurance, a (re)insurer specialised in digital assets,
Web 3 and artificial intelligence.

The FSC’s requirement on insurance is akin to the Hong Kong’s VASP regime, which became
effective in 2023. The Securities and Futures Commission requires operators to insure at
least half of the crypto assets stored in offline cold wallet, and a VASP must maintain at least
98% of its total assets under cold wallet custody, leaving just 2% to hot wallet.

“We are seeing an uptick in requests for hot storage coverage from
South Korean VASPs. We also have an appetite to provide
reinsurance support to local cedants writing these risks as we
anticipate the majority of such exposure will be reinsured outside the
region.”

Joseph Ziolkowski, Relm Insurance
Entrants by reinsurers, brokers

OneDegree, the earliest provider of crypto insurance in Hong Kong, said the increase in VA
insurance demand means that the virtual insurer has doubled the members of its crypto
reinsurance panels to six since 2021, said co-founder and chief executive Alvin Kwock,
adding that its reinsurance capacity will keep rising.

“We are looking at increasing our reinsurance partners to ten to 15 by the first half of 2025.
While both the Hong Kong and South Korea regimes give operators the option to set aside
reserve funds as compensation arrangement as an alternative, exchange operators generally
prefer insurance,” he said.

Notwithstanding the US Federal Reserve having started cutting rates since September and is
expected to continue slashing rates for the remaining two meetings this year, many operators



still see cost of funds staying elevated. This makes insurance as a relatively cheaper option to
protect customers’ assets.

“Additionally, you get paid out by insurance in the event of theft or loss, whereas if you set
aside reserves as investors’ compensation arrangement, it hinders an operator’s ability to
scale up the business,” said Kwock.

OneDegree is backed by Munich Re, Dubai Insurance, and a Lloyd’s of London syndicate. Due
to increased reinsurance capacity its digital asset arm, Onelnfinity, has recently expanded the
per client limit to US$1 billion, from US$418 million previously.

Apart from insurers, more global brokers have also joined the fray.

“We are looking at increasing our reinsurance partners to ten to 15 by
the first half of 2025. While both the Hong Kong and South Korea
regimes give operators the option to set aside reserve funds as
compensation arrangement as an alternative, exchange operators
generally prefer insurance.”

Alvin Kwock, OneDegree

In March, Marsh has launched a new insurance facility for digital asset custodians, which
provides up to US$825 million capacity to support their clients’ virtual assets held in offline
cold storage.

Backed by Lloyd’s syndicate and London-based insurers, the facility will protect custodians
against risks related to natural perils, third party physical theft, and internal collusion by
employees.

In Hong Kong, crypto specialist MGA Qubit Underwriting, headed by former chief commercial
officer of Onelnfinity Helen Ye, launched in April, as reported by IAN.

Hacking losses, opportunistic capacity

But not all agreed that the capacity is going to where it is most needed. For the more
sophisticated end of the fraud, crime or cyber exposure of the digital asset market, it requires
in-depth knowledge of the crypto native infrastructure and ecosystem, according to Joel
Pridmore, co-founder and managing director of Frontier Global Underwriting.

“While there is more appetite from the major (re)insurers to enter the crypto space, capacity
remains opportunistic. There is still a lack of commitment devoted to covering assets in ‘hot
wallet” where the pointy end of the cybercrime exposure lies. This exposure, and the resulting
coverage, require more sophisticated underwriting,” he said.

The market has expected the FTX saga would lead to an increase in interests in crypto
insurance. But the reality is also that some reinsurers have also temporarily exited from the
market following loss events, industry players said.



A more recent example is the hacking of Japanese exchange DMM in May, which saw some
4,502.9 bitcoin (US$305 million at then prevailing market value) stolen and led to a brief
withdrawal by some reinsurers. Some of the insured losses were exacerbated as their
underwriting was not done properly, industry players said. In H1 2024, total losses from
crypto hacks amounted to US$1.49 billion, more than doubled from a year ago, according to
Merkle Science.

“In the Asian market, the focus has always been on price. For domestic crypto operators that
do business only in Hong Kong, Singapore or Thailand for example, local insurers are writing
this business at lower pricing compared to those in the London market,” said Pridmore. “This
is driven mostly by a lack of understanding or inadequate coverage.”

For exchange operators that are expanding their operations globally, or where they have
more exposure to regions that are more litigious (such as the US and Australia), it is more
common for them to seek cover from insurers in London, he said.

“While there is more appetite from the major (re)insurers to enter the
crypto space, capacity remains opportunistic. There is still a lack of
commitment devoted to covering assets in 'hot wallet’ where the
pointy end of the cybercrime exposure lies.”

Joel Pridmore, Frontier Global Underwriting

Backed by capacity from Relm Insurance, MGA Frontier Global Underwriting has been writing
crypto insurance for the past three years, adding that the Frontier team’s experience in this
sector spans back to 2016.

Pridmore said his team is seeing most of its business from more mature regulatory regimes
like Hong Kong, Australia, Singapore, and is starting to get a lot more interests from the
Middle East and Turkey, where a lot of the traditional commercial banks are establishing their
VA custodian operations to cater to customers’ demand.

Rates at a premium

With more “opportunistic capacity” in the market where (re)insurers are seeking to grow their
top-ling, (re)insurers are still enjoying rates that are priced at a premium compared to other
financial lines.

But that premium is well justified, as the premium pool for VA remains relatively small for now
and requires very specialised skillsets and expertise to underwrite due to the ever-evolving
technologies and regulatory environment, Pridmore said.

“The conventional insurance industry is not in a good position to keep
track of this technology, which requires deep subject matter
expertise. This is one of the few times in history when we are insuring
something whose risks are changing so rapidly.”



Jared Gdanski, Evertas

Another key reason is the fast-changing technology of blockchain and tokenisation means
that the industry is challenged by a lack of data for developing meaningful actuarial models to
support underwriters, who are then compelled to constantly make assumptions in pricing
crypto insurance, said Jared Gdanski, CEO and co-founder of dedicated crypto insurer
Evertas.

“The conventional insurance industry is not in a good position to keep track of this
technology, which requires deep subject matter expertise. This is one of the few times in
history when we are insuring something whose risks are changing so rapidly and with such a
steep adoption curve. This is something that the industry continues to struggle with,” said
Gdanski.

For OneDegree, Kwock said crypto insurance premiums are priced based on the risk level of
the insured, which can be assessed through cyber security validation of the client’s internal
systems, with the top priority attached to ruling out fraud, which will make insurance
expensive.

The other two factors affecting premium include the size of the asset under custody of the
operator, and the reinsurance capacity available in the market, he said. He remains optimistic
on the industry outlook due to increased regulations globally to protect investors through
insurance.

“We view virtual asset insurance as a big revenue driver. I'd expect that in five years’ time
digital asset insurance can reach multi-billions in USD, from below US$1 billion now,” he said.
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With expectation for more intermediation,
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cat losses, says Victor Kuk.
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As insurance penetration and cat exposure rise
in APAC, the availability of better quality data
must go hand-in-hand with the growth of
alternative capital sources. That leads the cat
loss specialist to expand its loss data coverage
in Japan & South-East Asia, said Darryl Pidcock.
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